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Section VII. Technical Specifications shall now read as follows:

SPECIFICATION

WEB APPLICATION FIREWALL
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13.
14.

18.

16.

17.

18.

Cloud based
Web application firewall with Load Balancing
Website Accelerator for PRC Website and Online Services
Protects up to 4TB traffic/month
Clean traffic average transfer of Web Bandwidth: 100 mbps
Applications to be protected: 6 applications
24/7 onsite/phone/online Customer Support
7.1. Shall include after office hour onsite troubleshooting of issues
related to the proposed solution;
7.2. Shall have a LOCAL certified technical support personnels.
One-year subscription
Must be able to protect against all of the 2013 OWASP Top Ten and also
emerging new threats including securing interactive AJAX applications
and JSON payloads, brute force attacks and application Dos/DDoS as
well as lower OSI layer Dos/DDos protections.
Must be able to encrypt data at the application-layer
Must be able to generate custom or pre-defined graphical reports. The
WAF solution’s reports should be available on demand or scheduled
Must provide a comprehensive web access log on all major activities
including but not limited to: _
» The number of visitors (unique first-time requests) to a home page
» The origin of the visitors in terms of their associated server's
domain name (for example, visitors from .edu, .com, and .gov sites
and from the online services)
» How many requests for each page at the site, which can be
presented with the pages with most requests listed fist
» Usage patterns in terms of time of day, day of week, and
seasonally
» With a retention period of 6 months
Must include a web based administration interface
Must provide security alerts that highlight the exact event that triggered
the violation
Must provide information that shows web vulnerabilities, as well as attacks
detected and blocked during customizable periods
Must have credit card number and social security number leakage
detection capabilities
Must be able to detect and contain attacks attempting to conduct any
virtual behavior by injecting SQL queries in requests
Must be able to detect and contain attacks attempting to discover
vulnerabilities of a website
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ACKNOWLEDGMENT AND COMPLIANCE
WITH THE TERMS OF REFERENCE FOR THE
PROCUREMENT OF WEB APPLICATION FIREWALL

SIGNATURE OVER PRINTED NAME
OF AUTHORIZED REPRESENTATIVE,
DESIGNATION AND PRINTED NAME OF COMPANY

Please be guided accordingly.

ATTY. ARISTOGERSON T. GESMUNDO

Assistant Commissioner
BAC Chairman
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